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Abstract of the contribution
The present contribution includes considerations on how efficiency can be improved for the proposed solution A. 
1. Pseudo Change Request

***********START OF CHANGES******************
5.2.4.A
Solution #2.A: Authentication framework
5.2.4.A.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.2.4.A.2
Solution details  
5.2.4.A.2.3
Efficiency considerations
Identity exchanges
The EAP frameworkin RFC 3748 describes an optional EAP-method-independent identity exchange initiated by the authenticator that may be followed by an EAP-method-specific identity exchange initiated by the EAP server. These exchanges introduce additional roundtrips and conflict with the 5G objective of increased efficiency of security procedures. 
The present solution avoids the need for identity exchanges between the UE and the AU by including the needed identity in the Attach request sent from the UE to the MM (Mobility Management function in the serving 5G core network). 

· The subscriber identity included in the Attach request may have the form of an IMSI or a NAI, or a concealed version of an IMSI or NAI (e.g. temporary identity or pseudonym or encrypted identity used for enhancing user identity confidentiality). Any concealed version of an IMSI that cannot be mapped to an IMSI by the MM is assumed to leave the MCC and MNC parts in the clear. Any concealed version of a NAI is assumed to have the information used for routing in the clear. 

· The MM forwards the identity to the AU.

· If the identity is a (concealed) IMSI then the AU canonically transforms it into a NAI. If the identity is a NAI then the AU does not transform it.

· Then the AU sends a message containing the NAI obtained in the previous step to the AAA. This message starts the authentication procedure. This message may be of the form of an EAP identity response for all authentication methods. 

Editor's Note: The final definition of the Attach procedure is within the remit of SA2. 

Editor's Note: Enhanced forms of subscriber identity confidentiality are still under study. 
Roundtrips between serving network and home network
In general, EAP methods may have many roundtrips between authenticator (AU in a 5G setting) and AAA. In a 5G setting, EAP-AKA' would have two roundtrips between AU and AAA, while EPS AKA would have one. The performance impact of the additional roundtrips for EAP methods could be reduced by

· placing a AAA server in the serving network; this would, at least for EAP-AKA', but potentially many other cases, necessitate a roaming interface between AAA and HSS, or between AAA and some other form of authentication centre holding the long-term secrets. The exchange between AAA and HSS would consist in only one roundtrip; additional roundtrips would occur inside the serving network, which would reduce delay. 

Editor's Note: For this approach, it needs to be further considered how the uniformity of the authentication framework could be ensured as the interface between the AAA and the backend authentication centre (e.g. HSS) could be dependent on the authentication method. 

· using the concept of EAP Re-authentication Protocol (ERP) as in RFC 6696. With ERP, the initial authentication would necessitate the full number of roundtrips between serving and home network, as required by the EAP method; but subsequent authentications could be run between the UE and ERP server in the serving network. 
Statelessness of AAA

· For EAP methods, the AAA needs to keep state between roundtrips. If statelessness is considered a performance advantage then EPS AKA may be used. For EPS AKA, strictly speaking no AAA would be needed. If there is a AAA for the sake of the uniformity of the authentication framework then the AAA can simply act as a pass-through function, and keeping state in the AAA would be avoided. In neither case would the HSS have to keep state. 

Computation effort

· The computation effort for EPS AKA is lower than that for EAP-AKA' for both UE and server. It is ffs whether this would be a decision criterion, e.g. for low-power UEs with very limited capabilities. 
Length of messages



text tba
5.2.4.A.3
Evaluation 

***********END OF CHANGES******************

